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SUBJECT: AFMS Policy Letter #7 — AFMS Personally Identifiable Information (PII)
Procedures

a. Electronic PII. System proponents and device users must implement and follow procedures
to safeguard ard reduce the risk of all PII incidents. This includes, but is not limited to the
following:

(1) Encrypt and digitally sign all outgoing e-mail containing PIL. Such e-mail must also be
labeled Controlled Unclassified Information (CUI).

(2) Each user and administrator are granted access only to PII information for which they
have a valid need-to-know.

(3) Remote access requires two-factor authentication, i.e., Common Access Card and
Personal Identification Number.

(4) Limit the amount of PII collected and stored on workstations, mobile computing
devices and removable storage media (i.e., laptops, Blackberry devices, etc.).

(5) In accordance with reference 1(a), encrypt data on mobile devices before transporting
outside protected workplace. This includes data contained on Blackberry devices, smart phones,
hard drives, and other storage media. If an encrypted volume cannot be created on a device
containing PII, the device shall not be transported.

b. Hardcopy PII. To reduce the risk of mishandling PII, personnel must safeguard all
hardcopy.

7. Point of contact for this memorandum is MAJ Victoria A. Brown at (703) 805-4488 or email
victoria.a.brown92.mil@army.mil.
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