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Program

e. Force Protection Condition Measures and / or associated vulnerability counter measures
(Pentagon, Fort Belvoir, and any other sensitive location).

f. Security measures taken or to be taken when visiting dignitaries, senior officials, or high
profile/visibility persons.

g. Receipt, storage, transmittal, and disposition of Personally Identifiable Information (PII).

4. The CIL items, if known by our adversaries, could compromise, lead to failure, or limit the
success of that operation and therefore must be protected from enemy detection.

5. Effective immediately, information pertaining to our CIL will be treated at a minimum as
“CUI”, meaning that such information will not be transmitted by non-secure means:

a. Data determined to be sensitive but unclassified will, at a minimum, be encrypted using
CAC/PKI.

b. Classified information (e.g., CONFIDENTIAL, SECRET, etc.) will be transmitted over a
network with a minimum-security classification of SECRET (e.g., SIPERNET).

c. For this memorandum, unclassified critical and sensitive operational traffic will include, but
is not limited to, correspondence containing General Officer and Senior Executive Service (SES)
overseas travel schedules and all deployed and deploying troop information.

d. If, after reviewing the references and consulting with your security manager, it remains
unclear whether the data is appropriate for an unclassified network, restrict transmission to a
secure network until authoritative guidance is received. Even where CAC/PKI is used, the
NIPRNET is not considered a “secure” network.

6. I expect all individuals at all levels to aggressively enforce this policy.

7. My point of contact for this action is MAJ Victoria A. Brown at (703) 805-4488 or email
victoria.a.brown92.mil@army.mil
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